—3MVS—

; ]
'P;}rj(: No ‘

L Date : / / J
—_—— — Py 1 1 T 2 r 7 r Y

T it Ve ) —

Ch=F- Securty cmd Protection

[

E X len 4 X1l u;}_—}—_\/._E)gyJ,}:Qu-rmaﬁ +

n Qpeyvating Systern . I

A

)-’\/ek\,z Compg_)—béy SAvysTern caxridd

Sab 4 by e Az?:fg% must handle -
all e iy ‘}‘\; i< K_ S

The Proc ecc  of ehéur}nQ LS

a\,of‘c,L[pfgL\/ : C()hﬁ{dé’h#;a[{-#\/l In'{'@%‘/l—l"\{

15 Known  as Opeka%ihg Systeyn

4[0/4{)}’(')("\]/

Qg Secupity relope 4o +the procecs

ar Mmeasrrs  taken 4o prgtecd the

Operating systerm From 5&)—19@«_

Procecs  have 4o < lco lejl-ﬂc{*ioh

Frayv Ulruses  Luorrng caind rernote

hae ke n<trugions

Security rebers +o prayiding sxfet,

Eoy (Om’nu"}‘ﬂk S\/é‘{‘pm )2l A s B P} ol

Lke goftwmre cpu_ynemary , disks ek

aaut [GaRg] A6e! 5 A viaun [ARA) @Io1 §3). - edIdle QRN

UL
|



Syustern Ser ity vy Lo
'9 / § vy | ' ; ' -
threa—+ened +hyoauab 4w <MV by,
-f\"?‘“.* 1
il ’Zf/-’/J*
2) Adt &
.‘...__! 3
ui hye,t:
| : : —
AL Pracirivym the L Nas —~NR  LOatern—+
! =t ! i
’IL/.‘ }'\/)V)f':f" ’Lﬁﬁ < '\,/g;.p‘fh SCHLAr IS Y,
1 > B | — /
-*L,’rwg (S e Loy, —
; !4ﬁ)fﬂ R ""'!_,\j/'} ‘g"\./f)ﬂ< )y = Wa Pl tand
i J '
I
| ; A /
i C D pk’)(_./ﬂ’()f‘(’l T]nf/ﬁ//,‘-_"
| 3 ;
1 =g ) 16\/15’!"/'3 r— ﬁﬂ?ﬁ/,ﬂ"
|
13 Prao arevyn. [hypqt:
|
! }
"Ep}’“g”ﬂm Threot occur wihen
|
! !
G ey PDroqraYn couges theco
PRrocegg +5 da e licint g
DAneyrotions
|
il Sy gtevn - Thiye 4

5 wsteyn  Thyes A

oy be 1yged

+a Tyinaer 4o
(AN |

pkneymm 'Hq kf’rr}:s

OVery  can iy e

Nnetluork d

AN

L
e

ferguan o A2 adw 52 .



T————SMV‘?
Page No
Dafe j

5 — - — -
: ——— e S—— - e =, o
e e

2 e

A

A breach ofF QPQ(_)J/(J«/__H*\Q+ cdllatus

imnauthorized cccess to o

recapree  +his 1S called Attack,

|

!

| " 5 . !
Thic e 4he Gegel ofF SecUrity ]

System, S

(a )

TY\’{“PCLV;’]"\J :

@%‘#Una(ﬁ%n)/szcr} Leor YNUst— rmadt

Lo allowed 4o access +the Svystem’s

‘/)};,Jé(,%:é

cSpcrec
The 4\,44_,am>4 Ob et must only
6/" /'1\/(1()/1/7[6 ’i'_(') <m¢Jl ')’\Lmq)‘)ﬁ F

RO ~eod (Ger

ArJ i lrskt ‘}’3(,—

&,
Al <Mé—ﬂ9§+ Le
. cpcsible to A authaorczead
DR £

!

: in B

ol

el

W . . ) : i i i : —
| [iaize] ucer 5A al viaa [@aell c12t 53, - e1Idle IfioilRipy

A4

L ——eseE TR e —




H A TAWT T
. Page No.
L Date : / / |

e J

“ Sp/ Ly sgfl ¢ Loy

i/

=) '—ﬂnzq cyre the besgir ﬂDP_CE\C/\h
Principle of Seciprity Systern

1 Il saast py;!/fL/faQ

I+ requires thet ders be given
the mmimum  perymicsion +a
perforyn  4heiyr +-5ks

2 Econ()m\/ OFf Mechoanicyn .

A System shauld he desiuned
Lo minimize +the rumbes af
distincet compornen f<

3 Fail -Safe Delrult

Faj[~ SQCP C}Sﬁ‘au”—‘ﬁ P B o ﬁé’(ff}/r*‘l"'\/
cef+in 4 ‘f‘}'\cx“e{" @) rlO}’d vent
Uncuthorized 11ge of pesources

+\

Caymplede Mediatiaon :

| Secteny <hauld be reviewn/ed cnd
|
4(}r’)('}(‘1‘{' C; ()7’\ e l’prf}“{(),y

p)/'{ \<f‘\§‘

forgual o AlEavila Adw & B.




S, ~ —_—

N -
— , \\\_\
\_  ————
s o B + - i —_—

W
S | ' ' >
e e —
i
EW
B 1557 53 o g T ML N S




Page No.
Dato ; /

————— —

pe————
-~

M Socms——- ———— A —— it ———en Si—— N —S——— S—— S —————— S —— P ——— S—

| ' \ ;
Explairn  Usevy Apthentico+tion

[ Operating Systewm

Authentication s +ho Qrac.ess

ofF \/E’Jr’l-Fy‘['hg, +he 2dph4—.’4-\[, af
L [Jgey i) = }hCo)/T'hm4’th,

e Authentication s +he

REQCess of \erifymeg af i (User

uhen +het user lages im o

L<\/1<‘1LP}’T)

Thegeo | el prﬁé)/f")fdd ‘f"yppg afF

0U+Fﬂh+lrm £ianm _4\;511-€m.§

th\g l¢ = {:mc.‘f‘()k Acvthen “}‘fC,Q‘HQh :

Ih + L& cauthen Fica 'f‘fO)"], | /<Spe v

has 4o e teop +heo (ISeCr Mo dne

and +he ROLSS Lard +a cornfirynm

WL\A’H’\E’)/ +Fheoet (1So 1< fmggfhg
AFr Mot

m——

Lz = FQL—/T)}—- Authen + Cootianm

%l

In +his authendication Use,
has ta alve Usernmayne passiord

cond ather \mCorynetion

lengtict o ulSavila ader 5 B,






W

————SMVS—

] 2

fl Fage No. | 4
Date : / ¥

D .'
I e _I
Al —
_r——;-'—'——‘wlfz
.
Il This allows c;u‘Hﬁeh’T"tC_q-‘Li(‘})’w
orthout 4he stavege of
ipoisciard s v Sygte
3 181AYrm ety e
his methaodse of Autlhion tication
(S based an +he unint/e Lialagical
havactericti o AC Coach (Users
his ave +h, ConmMan  (JSe
Rioyvmefrise - vyvvethad
-Facrial Characlteristice
“g;hSPVp}*;ﬂﬁLS
- Hawd Gvenmp‘b»\!
- Refivial Potdtern
- \Vaice
X N Explam Prote+iom Mechanicm,
= 1Pyatection ;< N Parteinm4— i

G ynultalser envieommn en + Luhen

myultiple sey 1z computey

resolibces Such as Coyy

I ZYNMOory R

1+ s Fhe operctin . SYST ey’ ¢

A

forgnan M AR 2dw 53 B.



‘\Da:e
[ eai N . I— Lo =
= :D(lY\<Ié.ifn'{"'z + = DEC oy fa] ¥r 2L e Y B YO
A p—
I s D Yyroa e~ < = DY — o o .
oot o PYrac oS
LA Pyrote — (o IV N e > B Yy o~
! —
= D M —,")/n‘< —}—,L\(e R T &L T Y = ol e :\,‘,/Zﬁ,’ﬁ.ﬁ =
Y e CeeSse S <Q { 1< = 4— C'lf:f-:\»"\c—; e - <
7
- ¥ = - - :
T4+ Nepn 4 s + - f—ra e — S Q= Y e e
e sD b e S [ <~ 1 = SoE T tay e
I4
XN Y IR pony Lo — oSS v <= G2
— J= é(?“ < (”}‘F_ pk(*—L‘;‘L/ 2T M= 2 T P
.| (W ey o —a o Y IV o~y L= Pl D o R et v < b =
e = [ - =
S R Oracaothas > ot T IPE RPN B P ST il
P N the syusloyy
7 L+ Lﬂf{pﬁ + = YN < r 3= C;c/'—fJ e B e
- ¥
pkd =SS S oy 4, i ok PN S —— { 2 F s S —
i oo (J == o VP el
=2 2\ 4 e ‘Impé}—-Pg—-(Ah";—‘ = [ s R D T ¥
e oo r“yvaght L=l o < VT NS It ) G
N i 4 <
“I\"\ + )"'\é, @X!<‘}kr\?\<\ f-,*(,t—'?—-(‘{
il
h [ 5 r ¥
e = | I B Doy = N PNl B S e N S
%“O’“‘\,' e Sy s T e 2= oo ter s e <
L r o oy cuyn S R N < 3 P
14 T
i

t oo SWval BEer = e = 2



|

. 1
Fizf
A

——

i . ! (S ) -
Rale afF Pratertion Mecnantsyr

i
il

Pratertion Mecheniewm  is (IS

' Fo - jmp(,omph-!—fhg fooh{

- }
1es oot

| o Cigh o sl o . [ 3,01 o ~PREAlIIr %

:i

i

ih pyn‘f‘ﬂ/ an Mp/%unf 2 o3 f’\/f’}’\}

1Pra Qi hos dictines L i) "(105
For Ucing r'co<f'i(j)’C*"< ond nalicies

IBa'alolY: /Lw/)hd/” AVEr +ime
l

BS

‘ryo{a;h FProter 416 Damcair. cand
| Accpcg  Cantral | gt
pyo4~e/ +iamn Daymc.im

U

1 The pyo+ﬂ/1‘-inh ,[)Q],'([,oq = WES

+the ccpcc ol e Prdcegg

bith yespert 44 ey yocai e

hohA“hg

A Prasese 'S Launo +4 | )&~ Gh\\/

those yesoUrced - VWbhic bl (4

T——

reqoive Fa “Cowmplede Gl 4k

A compotey custovn hee QF n cecsre

.

o

ond OLJ@/ "L‘<, LA;L\\/)’\ Vil V.l A +)/A/LL’1L(°(’)

|

i~ & i bé’h’f? (+ d‘a ‘f‘o 4—\, l(‘)(o <

Wiitee. | 1000, ) Si0e.  bous

o V— -

N e

o

s Saadim——

fergtnan M AFaila 2dv 53 9.

Py



z‘ 20 B A i Fr O Y ) o
T : @

i cicl N a Wi = e —) D

§ I ; ,

il

7

\

ey Gy BBt 53 2 rcou Rameed e 2




L I

e

Thece Damein __eleynmevit— 14 deseribod

fo 5 < obicec 1L, L Get of Opergtionsd

o Qbyec 32 >

F@KA Domecin (thk'l" of y cet

af OA\/I@/J-F cond  +he Oolretiong +heod

Con be perforyned  On %—Pwem*

i
X

Al

o P kN

/(fﬂ,;[}’éazﬁ )\

<0, Jreqd,

nrite 4D /

i

T =

H‘é"“’, A g <t .p.r/o/ﬂés' i o e

Onsist  Tiso ObLje,+
N




s \( 2 r x . ——v < — S Sp— —
I
=N Accepce Contral | ject:
Arressd Cantial R - Y
rofes n’pp{)’\frﬁ Coy contrallin a\
netuvorl Ay CCo- epn )
Aéc’p<< LJh“H/mf 14-}— PPC][/<[°
Netwiarle dyeo s«
AZEBEL Covitia L is¥ i 1iged
e 0T 541 U VL FralCir Lized avi Hlis
|§6+ o £ roleg dﬁﬁﬂﬂpd Far +Le
'th(O)’Y\fhg, ayr (’){}4‘90?71\9 af +he
hc’"}'lﬁ/orkv |
AC.epgs . Conteal e+ ruleg
()eﬁ\lh(‘b(} arpr Y'Y\rw-[*f)’\/érJ Selbrqgl
LA/EQF)
Acriscs Candial Lis+ <chauld Lo
apnlied 45 inbound o AQutbaumnd
af the 1rteeCh e
Tnlound Arcece [k
When an. accecs [jek e capnlied
oOn inbymd packete SF Lo
mterfore Jr'lmoh Eiyet +leo pac ket
\/\/(H l)c" nkﬂCPSSG(} (’1(((’)}’0)1?’1_9
JL = s
¥a

fongtc oy AGHANA 2der 53 9.




L
—

O

¥ ‘i_ 4 '
e ~ — R o ——
-~~-«~x...;w.,,_,m.:,,_,,.{,_»’:faw_m/'f__/ L oL = TR = e

e o, e

R e Y P | g s f
SO A A ] ~ P -

Z o N A

ARG £ ¥ ——




